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A Current Information

Securlty (IS) Environment

Current state of affairs
- Statistics including health care industry
- Cyber events
- Cybersecurity
- COVID-19 impact

A Risks & Controls
A Information Security Impact
A Case Study
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Crazy Times!!!

Cyber Events

- Increasing
- Alarming (but not surprising) rate
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System Components

_omm

~_

Processes




PACAH

Pennsylvania Coalition of Affiliated
Healthcare & Living Communities

Which System Component
IS the Weakest Link?

1. Infrastructure
2. Software

3. People

4. Procedures
5. Data
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In 2014
A FBI i Health care industry under attack

Health Care Industry a Prime Target

A Data stored
- PHI
- ePHI
- Pl
Financial

A Black market value?
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Health Care Industry Under Attack

AIT security challenges
- Legacy systems
- Budgetary restraints

- Availability of information security
personnel

- Different type of users
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Most Common Threats
A Phishing attacks
A Negligent and malicious insiders
A Advanced persistent threats
A Cyberattacks
A Zero day attacks

I 1 1T 1T 1 1T 1 X
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Most Common Threats
A Known software vulnerabilities
A Social engineering
A Denial of service attacks
A Brute force attacks
A Ransomware
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Who are the Threat Actors in Healthcare?

External Internal Partners

A Hackers A Careless Emplloyweendor s
A Nation StAtMasl i ci ous EmpAl oByuesei ness Partners
A Organi zedACDi sngsunt!| ed BEmpdoonyreoenl y Control |
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4 :
'_ First 5 months of 2020
~ A 900% increase in Ransomware
A 64% increase in wire transfer fraud

A 33% of the time
- Island Hopping occurs

A 25% experience escalation responses
- Destructive attacks
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LeadingAge Whitepaper (2018)
A Second year in a row

- Criminal attacks leading cause of data
breaches

A In the past 24 months, 89% of health
care organizations

- At least one data breach of loss or theft of
patient data

- 45% - more than five breaches
A Average number of days to detect the

breach
. - 201 days
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LeadingAge Whitepaper (2018)
A Cost of a breach

Notification

Forensics

Legal fees
Fines

A Amount?
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Department of Health and Human Services

A HIPAA Breach Reporting Website (July 9, 2020)

A 2020 to-date
- Added 250 breaches affecting 5.4 million individuals
- 10 largest breaches

Z
- Impacted 2.8 million individuals ;»Z
C \m%
- 52% individuals (2020 to-date) .}rng:
A Since tracking in 2009 « L @

- Breaches impacting 500 or more individuals
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HIPAA Journal

Alnclude data breaches of 500 or
more records

AUpward trend over the past 10 years

A 2020 more data breaches since
records published

ABetween 2009 and 2020

A3.705 healthcare data breaches
of 500 or more records

A 268,189,693 healthcare
records
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HIPAA Journal

AHacking is now the leading cause of
data breaches

A Detection has taken months and
even years before detected

Alnsider breaches

ALoss/theft of PHI and unencrypted
ePHI

Almproper disposal of PHI/ePH]




Are We At War?
- Yes

Answer
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We are Not in Kansas Anymore!!!
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What I1s a Cyber
Event?
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Cyber Event Defined:

Any occurrence in an information system or network that has or
may potentially result in:

AUnauthorized access, processing, corruption, modification,
transfer or disclosure of data and/or confidential information

OR

ADisclosure of data and/or confidential information
or a violation of an explicit or implemented company

security policy
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Anatomy of a Cyberattack
Information Gathering
Intrusion and Infiltration
Malware Deployment

Data Extraction

Cleanup

o Do Do Do Io
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Top Ten Threats:
1. Phishing Attacks

2. Negligent Insiders

3. Malicious Insiders

4. Advanced Persistent Threats
5. Cyberattacks

Cybersecurity White Paper: LeadingAge
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Top Ten Threats (cont.)

6. Zero Day Attacks

7. Known Software Vulnerabilities
8. Social Engineering

9. Denial of Service Attacks

10. Brute Force Attacks

Cybersecurity White Paper: LeadingAge
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What Is
Cybersecurity?
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What is Cybersecurity
A Part of information security
A Protect information from
malicious threats
- Confidentiality
- Integrity
- Availability
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What is Cybersecurity N
A Confidentiality n
- Sensitive information
- Limit access to authorized personnel, ?

vendors, etc.

- Example threats
- Stolen or lost laptops
- User accounts hacked
- Unencrypted transmissions
- Social engineering
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What is Cybersecurity
A Integrity
- Authentic
- Accurate
- No unauthorized alteration

- Example threats
- Intentional modification
- Accidental modification
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What is Cybersecurity

A Availability
- Information accessible
- Authorized users

- Example threats
- Downed servers
Natural disasters
Internet access interruptions
Cloud access
Network access interruptions
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What is Cybersecurity
A Other threats

- Confidentiality

- Stealing personal or health
iInformation

- Employee acts (downloading and
selling information)

- Inappropriate employee access

- Losing an unencrypted flash/
thumb drive
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What is Cybersecurity

A Other threats
- Integrity
- Modifying information
- Creating information (unauthorized)
- Deleting information
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What is Cybersecurity

A Other threats
- Availability
- Ransomware
- Denial of service
- Server failure
- Organization level
- Vendor or service provider
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How Are We
Working?
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Increase in Working
Remotely

A Primarily from home

A What are the potential
ISsues?
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Dynamic Workforce (more statistics)
A All from RSA Security LLC i per Dell survey
A 45% admitted to one of the following

- Used public Wi-Fi for business e
- Shared confidential data i personal email

*
- Lose devices (laptops, phones) . g

- Containing company information
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Dynamic Workforce (more statistics)

A All from RSA Security LLC 7
per Dell survey

A 1in 4 engage in risky behavior
- To get the job done
- Many unaware of the risky behavior
- Examples?
- What can you do?
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Ransomware

A Prevents users from accessing
- Their system
- Personal files

A Demands ransom payment to regain
access

A First variants back in the 1980s

- Payment through the mail
- How is payment handled today?

-
A4
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Types of Ransomware

A Scareware

More of a nuisance

Receive popups claiming malware
Claims payments to get rid of it
No threats to files, just popups
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Types of Ransomware

A Screen lockers
- Locks the screen

- Claims illegal activity
from the FBI, etc.

- Wants payment to unlock
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Types of Ransomware

A Encrypting ransomware

- Nasty stuff

- Obtains the files and
encrypts them

- Demands payment to decrypt

A Should you pay?
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FBI Does NOT
Recommend Paying
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Payment

A Initially, small amounts of mone
- $100 to a few thousand

A Now, amounts increased
dramatically

- Can reach into 6 figures
- Sometimes greater

A Why the change?




