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ÅObjectives:

ïReview recent acts of violence in 

LTC communities that illustrate the 

criticality of the problem

ïIdentify the four steps in the P2T2® 

system for creating and 

maintaining a secure environment

ïLearn how to perform a basic 

security vulnerability assessment 

(SVA) to identify acts or conditions 

that may lead to a security breech

ïDiscuss the use of a òstrategic plan 

for security improvementó



North County nursing home resident 
charged in roommate's beating death 

A man in his late 60s is dead after an assault at a North 
County nursing and rehabilitation facility.

Shortly after 7 a.m. Wednesday, officers from the North 
County Precinct were called to ***** Nursing and 
Rehabilitation Facility on Prigge Road. When they arrived, 
officers found Larry _____, 69, in his bed suffering from 
physical injuries. He was pronounced dead at the scene.
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Nursing Home Resident With Dementia Beaten 
To Death

The frail 82-year-old wandered out of her own room and down the 
hall where she enteredthe room of another dementia patient, a man. 
In his own confusion,the other patient believed that she was someone 
who was attempting to break into his home and he attacked her.

His attack was so violent that he broke her neck, fracture her nose, 
fractured multiple ribs, fractured facial bones, and collapsed one of 
ƘŜǊ ƭǳƴƎǎΦ 9ƳǇƭƻȅŜŜǎ ǿŜǊŜƴΩǘ ǎǳǊŜ Ƙƻǿ ƭƻƴƎ ǎƘŜ ǿŀƛǘŜŘ ƻƴ ǘƘŜ ŦƭƻƻǊ 
until she was found. She did survive the initial attack despite the 
severity of her injuries but died in the hospital three days later due to 
complications.



75 year old woman murdered in 
parking lot of husbandõs 
Washington nursing home

A 75-year-old woman who was strangled to death in the parking 
ƭƻǘ ƻŦ ƘŜǊ ƘǳǎōŀƴŘΩǎ CŜŘŜǊŀƭ ²ŀȅ ƴǳǊǎƛƴƎ ƘƻƳŜ ǘƘǊŜŜ ǿŜŜƪǎ ŀƎƻ  
fought furiously against her attacker.

Jane _____ scratched her assailant so hard that forensic 
investigators were able to cull a complete DNA profile from 
the skin cells found under her fingernails, which they then 
ƳŀǘŎƘŜŘ ǘƻ WƻǎŜǇƘ ψψψψψΣ ŀƴ ŜƳǇƭƻȅŜŜ ƻŦ ϝϝϝϝϝ !ƭȊƘŜƛƳŜǊΩǎ 

Center, where he helped care for her husband



Police: Murder suspect may be linked to 
more elderly deaths in North Texas

The man charged with the murder of an 81-
year-old woman in Dallas is linked to other 
crimes in Plano and Frisco.

At least four North Texas police departments 
are reviewing hundreds of deaths that could 
actually be murders.



UNDERSTANDING 
RINGS OF PROTECTION

Starting From The Outside and Working Our Way in



Rings of Protection

Core 
Asset 

Targets

Outer Ring

¶lighting
¶fences
¶gates
¶bollards
¶walls
¶trenches
¶intrusion detection sensors
¶guards on patrol and posted at 
property-line access points

Buffer Ring

¶locked doors
¶receptionist
¶badge checks
¶access control system
¶window bars
¶Parcel inspection
¶turnstiles

Inner Ring

¶alert personnel
¶door and cabinet locks
¶network firewalls and 
password controls
¶visitor escort policies
¶document shredding
¶access control devices
¶emergency 
communication system
¶secure computer room
¶motion-activated closed-
circuit television



{ƻΧǿƘŀǘ Řƻ ǿŜ ŘƻΚ



It starts with a 
Security Vulnerability 
Assessment (SVA)

An SVA is a systematic process for identifying 
the likely level of threats that may apply to 
the facility, organization, etc.  Three types of 
threat levels are generally considered in an 
SVA, those being outside threats, inside 
threats, and cyber threats. 



The SVA tells you:

1. What are those forces (interior and exterior) that 
may put people or the building in harms way (what 
are the THREATS)

2. What are the òchinks in the armoró 

that could allow an event to 

occur at your facility? (what are 

the VULNERABILITIES )

3. If an event occurs, what are the 

potential outcomes? (what are the 

RISKS)



Elements of the 

SVA



THE P2T2® SYSTEM

An effective healthcare security program must 
contain the right complement of four basic 
elements: People, Programs, Training, and 
Technology (P2T2®).



P2T2®

1. PEOPLE

STAFF INTERVIEWS : Probably the single 

most effective means to identify 

threats and vulnerabilities in 

your building.

Your people must be comfortable 

opening up with you and sharing 

their concerns, thoughts, and 

observations. 



P2T2®

PEOPLE

BACKGROUND CHECKS ðPrescribed by most 

states, but those requirements are 

minimal  

- Criminal history ð(federal, state, local)

- Credit checks ðlaws may varyéknow yours)

- Social security validation

- Elder abuse registry check

- Education and licensure



P2T2®

ÅPEOPLE

DRUG SCREENINGS: Typically a five 
panel test of street drugs:

ïmarijuana (THC)

ïcocaine

ïPCP

ïopiates(e.g., codeine, morphine, heroin)

ïamphetamines(e.g.,methamphetamine).

https://www.drugs.com/marijuana.html
https://www.drugs.com/cocaine.html
https://www.drugs.com/pcp.html
https://www.drugs.com/drug-class/narcotic-analgesics.html
https://www.drugs.com/amphetamine.html
https://www.drugs.com/methamphetamine.html


P2T2®

PROGRAMS

SECURITY POLICIES  -

- Is there a written policy manual with 

security related policies?

- Are these policies enforced?

- Is the security policy manual 

comprehensive, or  very basic?

- Are policies in alignment with regulatory 

standards?

- Do employees know how to locate the 



P2T2®

PROGRAMS

STAFFING AND ORGANIZATION -

- Is there someone dedicated to security?

- If yes, is it contract or proprietary?

- Do staff understand the role of security?

- If other employees are responsible for 

security, are they 

trained?

- Is someone held accountable to senior 

management for 

security related activities?



P2T2®

TRAINING

Is security related training provided for any 

security staff?

- If contract agency, are training 

requirements spelled out in the 

contract?

- Is security awareness training provided for 

non -security staff?

- Does training address the protection of 

people and property?

- Is workplace violence training provided? 



P2T2®

TECHNOLOGY

- Does the building have an engineered access 

control 

system?

- If yes, are time zones and access zones 

utilized?

- Does the campus have CCTV coverage?  If yes, is 

it 

monitored?  Was it designed by a qualified 

security 

professional? Are the right types of cameras 

being used?

- Is data being stored in such a way to meet 



P2T2®

TECHNOLOGY

- Is there a visitor management system in 

place that requires         

production of formal identification 

and records a 

current photograph? 

- Are doors equipped with hold open / 

propped open alarms?



THE PHYSICAL PLANT

Every SVA must include a walk 

around of the facility in order 

to identify unsafe actions and 

conditions that may compromise 

the safety and security of every 

resident and/or staff member.

What do you see in these 

pictures that could increase 







REMEMBER THE 
24/36 RULE 
FOR TREES 

AND SHRUBS!








